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Abstract peergyainfrom answering queries. For example, in a pay-

er-transaction file-sharing network where peers get paid
Large-scale competitive P2P networks are threatened byntme b 9 b getp

cooperation problemwhere peers do not forward queries to potentiefpr uploading fII_eS, peers will want tP share files, because
competitors. While non-cooperation is not a problem in current P4RiS generates income. In an auction system, where the
free file-sharing networks, it is likely to be a problem in such appliciuction advertisement is analogous to a query and bids
tions as pay-per-transaction file-sharing, P2P auctions, and P2P seryi

Al ryr n rs will wan mi
discovery networks, where peers are in competition with each other%o%l 0gous o query responses, peers ant to submit

provide services. Here, we show how non-cooperation causes unacdaiiS- Evenin afree file-sharing network where users share
able degradation in quality of results, and present an economic protdd@ir original music or artwork, users have an incentive to
to address this problem. This protocol, called the RTR protocol, is basgidare their files to increase publicity. In all these appli-
on the buying and selling of the right-to-respond (RTR) to each que|

in the network. Through simulations we show how the RTR protocgétlons’ not only are peers eager to provide services (e.g.

not only overcomes non-cooperation by providing proper incentives %I;lar_e files),. but they are gompetitiorwith other peers to
peers, but also results in a network that is even more effeatieteffi-  provide their services.

cient through intelligent, incentive-compatible routing of messages. Competition is a serious problem in P2P frameworks
that rely on peers to forward queries (e.g., Gnutella [12],
DHTs like [26], etc.)! because a peer acting in its own
best interests will not forward queries to potential com-

Peer-to-peer networks have recently become a poplﬂgptors. For example, a peer providing a car rental ser-

mode of sharing data across a widely distributed netwovr'l?ezg]'%zton?é f:r:\gag: iguererO;EZrtLeenr:ac;r?)er\'/tlcsslalsn-to
consisting of many individual, autonomous peers. Olﬁé ; ’V' it u han W f i?ﬂun {) in A P Ir It th
well-known example are free-filesharing networks such prove Is chances of gaining business. As a resuft, the
Gnutella and KazaA. In file-sharing networks, the main P netvyork will no longer operate corrgctly due to non-
costs of storage for files and bandwidth for transferriﬁ&operaﬂon’ even though abundant services are available.

them are distributed across many peers, rather than bein tE'S paper, we propose an eCQnOTI'SZFIJDrOtOCOI t|(<) en-
concentrated at a centralized server. Hence, file-sha ﬁtfat peef:rs cooperate |_n”:krm[)rat!or'lg . r?et(;/v%r S
P2P networks can reach a scale otherwise unattainabldb{?€ face of competition. The basic idea behind the pro-
centralized systems. For example, the KaZaA netwofic?!: called theRTR protocalis to have peerpurchase

had roughly 4.5 million users sharing over 7 PB of data ggerles f_rom one another. P?ers have_both an Incentive to
of April 2003. uy queries, since they provide potential business, and an

One important problem facing an operating P2P nélil_c:entive to sell them, because they are assigned a price.
addition to overcoming competition, the RTR proto-

work is that ofincentivedfor peers to cooperate. Becausg1 li I P’ h htechni
peers are autonomous and come from potentially comggd. MProves overall system efficiency through techniques

ing organizations, we cannot always make the assumptidfit @€ compatible with individual peer incentives.

that they will behave in the desired manner. Most exist- OUr contributions in this paper are as follows:

ing work on incentives in P2P networks has focused ot We identify (Section 2) a new and relevant prob-

the free-riding problem: peers acting in their own best |€m facing economic P2P applications, tmen-

interest share no files, and hence, only a small fraction Cooperatiorproblem, and quantify its effects.

of altruistic users offer almost all the available content® We present (Section 3) tHeTR protocal a potential

However, free-riding is only an issue in the context of free solution to the non-cooperation problem.

file-sharing applications. e We discuss (Section 3.4) the robustness of this pro-
While peer-to-peer networks have risen to prominence tocol, and provide means of avoiding and punishing

due to the success of free file-sharing, increasing empha-cheating peers.

sis is being placed on new legitimate applications of P2R, We analyze (Section 5) the performance of the RTR

such as pay-per-transaction networks, P2P auctions, andprotocol and show how it effectively addresses the

P2P service discovery networks. In these applications,

1 Introduction

1The exceptions are systems that require no forwarding, such as the
*A brief position paper on this topic appears earlier in [30]. old Napster (http://www.napster.com).




non-cooperation problem. Score| #Peers | # messageg
In this work, we illustrate our protocol on top of Responded
the Gnutella protocol for P2P search running a pay-per- C’g‘:}'q 129'10 239'90 12280'20
transaction file-sharing application. This application is Nop. 11 19 4.0

chosen as a starting point for our study because it has a
naturally simple pricing model in which all files have the  Tape 1:All, competitive and no-forward behavior
same value. Furthermore, in the face of competition, un-
structured networks are more appropriate than structured
ones, which rely heavily on coordinated, cooperative b@essages. A more subtle misbehavior isachmpetitive-
havior. Important future work lies in extending these idedsrward model, in which peers do not forward queries if
to systems with more complex valuation of goods aridwill increase competition for that peer. To illustrate,
over different search architectures, such as DHTs [26, 22hsider a peeP in a file-sharing P2P application that re-
and GUESS [14]. The following discussion assumes tBponds to a query. BecauseP will gain income if it is
existence of an efficient micropayment scheme for P2Rosen to upload a file fay, it can maximize its expected
systems, such as that described in [29], and a public-kegome by not forwarding to any of its neighbors, even
infrastructure. if P only has an approximate answer (one that has just a
small chance of being uploaded). Without a global view
of the incoming and outgoing messages of a peer, which
2 Backg round and Motivation is unavailable in almost any P2P network, existing mech-
anisms are unable to detect competitive-forward behavior.
The basic Gnutella search protocol works as follows: eachnder our two models of non-cooperation, we would
user runs a client (gueel), which is connected to a smalllike to see the effect of non-cooperation on performance.
number of other peers (known agighbor3 in an over- In Table 1, we compare the performance of the Gnutella
lay network. When a user submits a query, her peer wWilk-sharing network under the all, competitive and no-
send the query message to all its neighbors, who will iarward cases. A detailed description of the setup for this
turn forward the query to their neighbors, and so on. @periment can be found in Section 4. Here, we note that
peer that receives a query and finds that it can answer Wik experiment is over a sample network of 1000 peers,
send a response directly to the querying geEe query- where each peer has a number of files across multiple cat-
ing peer will wait a period of time for responses to aegories. A query is for a specific file, but a peer will re-
rive, and then it will select one or more responding peesgond to the query if it contains any file in the same cat-
from which to buy services. In a pay-per-transaction apgory. We measure performance in terms of quality of
plication, the service offered is the download of a file, amiesults and efficiency. Quality of results is reflected by
the querying peer will pay the selected peer(s) for eabhw many peers responded to each query, on average, and
download transaction. The price per download may vdiye “score” of the response set (described in Section 4.4).
depending on the file. Further details of the Gnutella pro-In Table 1, we see that both competitive and no-forward
tocol can be found in [12]. Clearly, if peers do not forwardehaviors result in significantly degraded quality of re-
queries, the search mechanism will fail. sults, when compared to all-forward. For example, in the
_ no-forward case, the number of peers that process a query
Effects of Non-Cooperation. In the case where peersg 15 times fewer than in the all-forward case. Although
cooperatively forward queries to each other, we say g etitive-forward outperforms no-forward, it still has
peers are followm_g thall-forward mode of behavior. In 5 average response score that is just 12% of the score
the non-cooperation case, peers can refuse o COOP&idiger ail-forward behavior. Considering the importance
under two models: (1po-forward and (2)competitive- ot nerwork variety to users of file-sharing networks, we
forward. Under theno forward model, a peer forwardSgee 5 clear need for overcoming non-cooperative behav-
no queries. Technically, a peer under purely rational Bg; - \ve note that, not surprisingly, messaging overhead
havior will adopt no-forward behavior, bepause it would roughly proportional to quality of results. However,
need to consume processing and bandwidth resourcegjfQe handwidth and processing are renewable resources,
forward queries, with no gain for itself. we consider this cost small compared to the gain in user
However, no-forward behavior is easy to detect angisfaction.
punish; employing existing incentive mechanisms suchqy - 444 in addressing non-cooperation is the follow-

as [15] may be enough to prevent peers from dropping @ll;. 4 aliow the network to achieve the same quality of

2 results and efficiency as all-forward, even in the face of
In Gnutella, response messages are actually forwarded along the

reverse path traveled by the query. We modify the protocol to be mé&@Mpetitive peerdndeed, we will see later that Unde_r t_he
efficient and respect the privacy of the responder. RTR protocol, the network adapts to form a more efficient




(1) Offer

topology over which we maximize the quality-to-cost ra- >
tio of the network. .2 Purchase Request
(3) RTR R

3 RTR Protocol Figure 1: RTR Protocol

At the core of our protocol is the concept ofight to re-
spond or RTR. An RTR is simply a token signifying that avhererep(Q) is the reputation of the querying peer (de-
peer has a right to respond to a query message. We chasgsibed below). Creating and sending an offer requires
this name (“right to respond™) in order to emphasize th@hat peerd make several decisions. First, peemay not
a query is really a commodity. Peers have an incentiveitaliscriminately offer any RTR to any of its neighbors.
payto receive the query, because that in turn brings in peer example, if the offer is for an RTR that was issued
tential business. If a peer never receives any queries, thelong time ago, or from a peer with a bad reputation,
it can never provide its service to anyone. An analogonsighborB may not wish to waste its bandwidth and pro-
concept in real-life markets are companies that buy listessing resources to handle the offer. Instead, using qual-
of emails or referrals from other companies, so that thigy and relevance filters discussed in further detail below,
have a new pool of potential customers. peerA must intelligently select which RTRs neighbBr
Once a peer buys an RTR for a given query, it may dall want to receive. Peed must also determine a price
one or both of the following: (a) respond to the query arad which to offer the RTR (discussed in the next section).
hope that it is chosen to upload its services, and (b) sellAn offer contains enough information fd® to deter-
the RTR to other peers. Peers can buy and sell RTRsnine whether to purchase the RTR, and whether the RTR
with their neighbors only. is a duplicateB has seen before. However, because the
In this framework, selling an RTR is equivalent to foridentity of () is not revealedB cannot actually answer
warding a query. There is clearly an incentive to forwattie query without purchasing the full RTR. B decides
queries, since peers earn income in doing so. Of courset to purchase the RTR, he will simply drop the offer.
some peers may still choose to not forward any queriestherwise B will send apurchase requedb A, and peer
order to increase the probability that they will be choset will forward the full RTR to B. The RTR protocol is
to provide the service. However, their actions will be ofsummarized in Figure 1.
set by those peers who hedge their risk by selling a fewin terms of overhead, 3 messages are exchanged in the
RTRs, and by those peers who speculate in RTRs (buyRR protocol for every successful query forward, as op-
RTRs simply to resell them). posed to 1 in the Gnutella protocol. However, we will
see in Section 5 that the RTR protocol is just as efficient,
sometimesnoreefficient, than Gnutella due to intelligent

3.1 Basic Implementation and incentive-compatible decision making.
An RTR has the following format: Filters. To prevent being “spammed” by useless offers,
each time a peer connects to a new neighbor, it can spec-
RTR ={Q,ts,query}sk, (1) ify flow control parameters in the form éfters, that spec-

. . ) . . ify the “content” and “quality” of the desired RTRs. Fil-
where @ is the identity of the querying peefs is the o ¢ can pe set on any of the three fields of an RTR: the
gmestamp at which the query was first issued, @mgiry query string, the reputation of the querying pees(Q),
is the actqal query string. These three values are S|gneq)p¥he timestamp. Filters on the reputation of querying
the querying peer's secret kéift, so that RTRs cannot,eqr) and the age of the query (indicated by the times-
be forged. Hence, each query requires a single signatiyfes y specify theguality of the RTR, and affect the prob-
generation, and optionally one verification per forwdrd. iy that a responding peer will be chosen and paid for
~ When a peer forwards a query to a neighbs, itwill - ji5 seryices. Filters on the query string specify toatent
flrst_send aroffer containing partial RTR information andyt e RTR, and affect the probability that the purchaser
aprice. can respond to the query. Content filters may have vary-

ing levels of restrictiveness. For example, a content filter
(2) may specify that the RTRs should only contain queries

3If a peer sells an RTR, it may still respond to the query corresponfé:zr a particular genre of music files. Or, a content fil-

ing to the RTR. That is, a peer does not lose the right to respond t4& May specify exactly what RTRs (i.e., for which exact

Offer = {rep(Q), ts, query, price}

query when it sells the RTR for that query. files) will be purchased.The semantics of content filters,
4Verification can be done on a random sampling basis to determine
trustworthiness of a peer. SIndeed, such a filter results insaiper-peerelationship in which a



if specified, are that they comprehensively cover the typed_et I be the indicator variable denoting whether
of RTRs a peer may respond to, or wishes to resell. Thagjghbor N buys the RTR fromA (Iy = 1), or not

if a peer “spams” a neighbor with irrelevant RTRs, th&f = 0). Note that the price at which the peer sells the
neighbor may punish the peer by disconnecting from RTR may be different from the price at which it bought
Or, if a peer never purchases RTRs that fit its filters, Hise RTR, and it may differ on a per-neighbor basis. As-
neighbor may disconnect and direct time and resourcestoning a peeN pays the expected valdgRTR;, V) for

a different, more profitable customer. We discuss furthRTR;, the incomeR 4 generated by reselling the RTR is:
the issue of disconnecting from misbehaving neighbors in

Section 3.3, and incentives for truthful filter reporting in E(Ra) = Ynew EUNIERTR,N))

Section 3.4.2. - E(RTR:, N) (5)
L wherenb denotes the set of neighbors.4f
3.2 Pricing Combining equations 3, 4 and 5, we can get the follow-
In this section, we discuss a simple pricing model f§#9 formula for the cost of an RTR:
RTRs. We note that, like the pricing of any commodity in E(N4) = E(Sa)+ E(Ry)

the real world, the pricing of RTRs will involve the esti-
mation of many parameters, as well as a user’s disposition

Iq-pa-price(f)+

(e.g., risk-averse). The purpose of the model is not to pro- > E(IN|E(RTR;, N))
vide a straightforward price for the RTR, but to help us Nenb
understand the factors that influence price, and pinpoint - E(RTR:,N) (6)

the parameters that need to be estimated. In Section 4.2

g.?.;escrige hPW peehrs may use the model to price thlggrameter Estimation. The probability that4 will be
S, and estimate the necessary parameters. picked to upload the responsgp 4 (r), can be estimated

Model. An RTR has value for two reasons: in two simple ways. Firstd can learrp 4 over time by re-

e The peer holding the RTR may respond to the quefjembering how often it fesponded to a query for the same
and be selected to upload the file (for which she §@ntent, and how often it was chosen to upload. Second,
paid). we note thap4 can be estimated as the inverse frequency

o The peer holding the RTR may resell the RTR to sonfé file f across peers. Peelrcan get an estimate of the
or all of its neighbors. frequency of its files through sampling, or perhaps statis-

LetRTR: denote an RTR corresponding to a query for filkeS offéred through a third party.
. We assume any filg has a well-known pricrice(f). Estimating how many times an RTR can be resold, and

Let N4 be the random variable denoting the income gefit What price, can be aided by filters.Afknows, via con-

erated by the RTR for peet, if A ownsRTR:. The in- tent filter, that neighboN owns responses to the query,

come generated fot by holdingRTR; has two compo- then A can guess with fair confidence that will pur-
nents: chase the RTR. Furthermore, the lower bound for the RTR

Na=Ss+Ra (3) should beE(Sy). If A knows thatV is a speculator who
guys many RTRs, thed may also assume thaf will
buy RTRy, but at a wholesale price. If the RTR does not
fit N's filters, A can assumé&’ will not purchase the RTR.

where S4 is the random variable denoting the incom
gained forselling a fileto the querying peer, anfl4 is
the random variable denoting the income gained frem

selling the RTRThe value oRTR for peer is simply O t?at by .Set“”bg content f:c'ters’ a péf"s “g“’"‘gk _
E(NA), the expected value dVA- away’ In ormation about Its pre erences that can make it

If A responds to the query and is selected to uploaaléargetfor higher prices. In Section 3.4.2, we will discuss
file f, Su = price(f). Otherwise,S4 = 0. Let( be incentives for peers to report filters truthfully.
the set of files thatl owns that are possible responses to N Section 4, we will describe an actual implementa-
RTR; (|Q| > Lin the case of approximate matches). wion of the above pricing modgl, including one concrete
assume that ifA can respond to the query, then it Wi”_approach to parameter estimation.
Let p4(r) denote the probability that's response- is
picked for upload, given thatl responded to the query3.3 Peer Interaction

with response. The expected value &4 is then: i . .
One of the main decisions a peer makes is with whom to

E(Sa) = pa(r) - price(r) (4) interact, and in what manner. Certain neighbors may be
reqQ more profitable than others due to many factors, such as

query is only forwarded from super-peer to client if the client can def01€Ir trustworthiness, or simply an alignment of their de-
nitely answer the query. mand with the peer’s supply. To model how a peer makes



these interaction decisions, we define the notionjfoa dividual utility. Hence, adaptivity follows as a reasonable
file, and rules by which a peer uses profiles to guide theiiodel of peer decision-making. We leave as future work
decisions. enhancements and verification of the adaptivity model.

e ) ) . _ . We note that in some cases, a peer is unable to se-
Definition. Theprofile of a peer is defined on a pair-wisggct with whom to interact — e.g., in an ad-hoc network
basis, and summarizes the interests of that peer. A prof{jRere interactions are only possible with peers that are
of peer B compiled by peerd consists of the following geographically close. We study this scenario as well in
information: Section 5.1.1.

e Whether peeB has downloaded from peet.
e PeerB’s past queries.
e Theprofitability of B, if B is a neighbor.

To determine the profitability of neighbdt, peerd keeps A classic problem in game-theory is to incentivize peers
track of how much money he has made through interde-act truthfully. If a peer can gain by lying or deceiving
tions with B over time, either through selling RTRs, others, then under the assumption of rational peer behav-
uploading files as a result of an RTR bought fr@nor ior, it will do so. In this section, we present an analysis
uploading files directly td3. PeerA also keeps track of of how peers might cheat under the current RTR protocol,
how much money he has spent Bnnamely, the cost of and how to provide incentives against such cheating.
RTRs bought fromB, as well as the cost of RTRs bought We point out the distinction betweeational peers that
from other neighbors for the sake of resellingo Prof- cheat to maximize their utility, anthaliciouspeers that
itability is then the difference between the money madkesire to bring down the network. In this section we
and spent withB. In addition, peerd may factor in the focus on rational but cheating behavior, which may not be
cost of resources consumed by that neighbor. For exaas-malignant to the system, but is likely to be much more
ple, if B constantly spamd with RTRs that do not matchwidespread. Much existing work has studied techniques
A’s filters, then the profitability o3 decreases. for countering malicious behavior (e.g., denial-of-service

We note that with the given profile definition, a peer attacks [6], inauthentic file provision [16]).
does not need to perform any additional actions to deter-
mine a profile for peeB — all the information is a simple3.4.1  Bogus RTRs
history of past interactions. In addition, note that a peer
A does not need a keep a profile of every other peerAnPogus RTRs an RTR for which the originating peer
the network. Instead4 must keep a profile of each ofdoes not intend to buy a file. Selfish peers generate and
its neighbors, and then profiles of just a handful of oth&¢ll bogus RTRs in order to make a profit off of other

peers, for connection purposes (described next). peers who believe the RTR is genuine and may lead to
an upload. A certain number of “bogus” RTRs are to be

Usage.Profiles are used to determine with whom conneexpected. For example, a user may submit several queries
tions should be made and broken. Peers have an incentigéore deciding what to download, without the intent of
to disconnect from neighbors that are unprofitable. Heneeaking money off of the RTRs. In general, however, bo-
if the profile of a neighbor shows it to be unprofitable ovgus RTRs are harmful to other peers, and makes inefficient
a period of time, the peer shall drop that neighbor. Whese of the network overall.
a connection is broken, typically, a new neighbor is cho- A simple way to remove some incentive for bogus RTR
sen. Our model for choosing a new neighbor is as followsttacks is to require that RTRs are free when they are for-
A peer P connects to pee) if Q has submitted querieswarded by their owner. For example, if a péewishes to
for files thatP owns, with preference given @ if @ has submit a query, it must send the RTR for that query to its
bought a file fromP. The rationale behind this rule is thaheighbors for free. Its neighbors may then resell the RTR
peer( is interested in the type of content thatshares, for profit. Because a peer cannot make a profit off its own
thereforeP can increase his chances of receiving relevaRTRs, it has no incentive to launch the bogus RTR attack.
RTRs if he connects tQ. The flip side of this connection However, acollusionof peers may still profit off the
is thatP and( are more likely to be in competition withbogus RTR attack: a pe€f may send a bogus RTR to its
each other, and selling each other RTRs may hurt thgtiend R for free, andR may resell the RTR at a profit,
own chances of being chosen for an upload; however, which it shares with). Collusions are less likely than
will see later that the benefits outweigh the costs. individual misbehavior, due to the overhead (both in real
In the remainder of this paper, we will refer to the abouide and in network costs); however, a well-designed sys-
connection strategies as thdaptivitymodel, since peerstem still needs a way to prevent bogus RTRs.
are adapting to the profitability of their surrounding peers. We use two techniques to combat bogus RTRs: adap-
In Appendix A we show adaptivity to be beneficial to intivity, andfile buyerreputation. Both of these techniques

3.4 Cheating Peers



punish peersver time(i.e., in a repeated-game setting). The file-buyer reputation of a peer is handled as fol-
Hence, in the following discussion, we assume that it li@ws: If peer@) downloads fromP, then P knows that)

not easy for peers to create new identities. Such an &sa good file buyer; therefore, it will increase its opinion
sumption is reasonable in a system that deals with cof-QQ by some amount. Over time, those peers that buy
rency — peers’ identities must be tied to a real-world entitgany files will have a good buyer reputation, and those
before they can be trusted to make a payment. who never buy files will have a poor buyer reputation.

. . . . In some cases, we may wish to differentiate between
Adaptivity. Inascenario in which peers may choose the[Hose peers that are new to the network, and have never

neighbors for interaction, peers already have an incentp(gd the o : !

: . . - pportunity yet to buy files, and those peers that
to submit _val|d RTRs. Recall_ln the adaptivity mOde#requently submit bogus queries. To do so, a féenay
from Section 3.3 that peers disconnect from ne'ghbcﬁgcrease its opinion @ by a small amount each time it
that are unprofitable, and connect to other peers that hg}ﬁ s an RTR for a query submitted iy In this manner

been shown to have common interests. Because peersg| “more frequently peep submits bogus queries, the
suing bogus RTRs are not profitable, as their RTRs WIf'ﬂwer its reputation will be, relative to a new peer. ,
never yield profit for the buyer, other neighbors will even- '

tually disconnect from these cheating peers. In addition,
because a peeP gives connection preference to thosBiscussion. Both the file-buyer reputation and adaptiv-
peers that have actually downloaded fr@trin the past, ity techniques have strengths and weaknesses. The adap-
and a cheating pee¥! rarely or never downloadsy/ is tivity technique is attractive because it is a natural result of
not likely to be chosen to connect to good peers like local peer decisions that also improve the efficiency of the
Therefore, peerd/ get pushed to the “edge” of the nethetwork. However, it does not protect against malicious
work with few neighbors. peers — although selfishational peers are no longer able
At the edge of the network, a peer receives both fewter make a profit off bogus RTRsnaliciouspeers who
results for its real queries (if it has any), and fewer RTRswre only to destroy the network might still be able to
from other good peers that it may respond to (assumitigod peers within a small radius of itself. In contrast,
it is also trying to make a profit by selling files). We willwith explicit file-buyer reputations, it becomes an easy
see in Section 5.3 that in the end, such “edge” peers matter to automatically drop any message with low rep-
not make as much profit as good peers that remain in thtation, thereby removing the risk of flooding. However,
core of the network. managing file-buyer reputations requires an infrastructure
. . , whose operations can be quite expensive [16]. In this pa-
File-Buyer Reputation. The infrastructure for calculat-per \ve will focus on the effectiveness of these techniques
ing and maintaining global reputations can be expensiiemaking the bogus RTR attack unprofitable. As future
(e.g., [16]). However, in a scenario where peers canngr \ve intend to see how existing techniques to prevent
choose their neighbors (e.g., in an ad-hoc network sgfoding attacks (e.g., neil's dos paper), other than global

ting), or where the infrastructure for global reputatior}%putations, can be applied on top of the RTR protocol.
is already in place (e.g., to combatalicious peers as

in [16]), thefile-buyerreputation technique may be used
with, or instead of, adaptivity. A peerfde-buyer repu- 3.4.2 Reporting Filters

tation represents how consistent a peer is in sending out . e
RTRs and then actually buying a file. This reputation %S we saw earlier, specifying fiters makes peers a target
higher prices; hence, peers have an apparent incentive

then used to affect two things: the estimated value of t i their fil H il desirabl
peer's RTRs, and the likelihood the peer is chosen byotﬁ%POt specify their filters. However, filters are desirable

peers tsellfiles. b_ecatLrl]sebas_wfe wllltsl?ow |tn Set_ct|on_ 5.1.1,_the%/hcan pro-
Under the RTR protocol, the expected value of an R € the basis forintelligént routing, improving the over-

is multiplied by the probability that the originator of th ! efflc;lency of the netvyork. Here, we will discuss hOW
RTR will indeed buy the file it is searching for, which id° Motvate peers to uniformly adhere to a type of filter,

estimated by the originator’s file-buyer reputation. If gnd then discuss incentives against deviant behavior, such

peer’s file-buyer reputation is low enough, then the proﬁ? lying.

that peer can make from selling bogus RTRs will not be

worth the effort. In addition, when a good pe@submits  Selecting Filter Types. In a network running the RTR

a query and selects a peer for download, it will bias iggotocol, there are two possible approaches concerning
selection towards those peers with good file-buyer repugeers’ selection of filters:

tions. By reciprocating good faith, those peers that con-

tribute to the economy by buying items will also profitin 1. All three types of filters are allowed, and peers may
the end, which we will show in Section 5.3. choose among them.



2. Only one type is recognized —i.e., the system is "inéxact filters in network efficiency. Hence, from the proto-
tialized” with a client that only understands one typeol designer’s perspective, we can safely eliminate exact
of filter. filters from our design space. However, note that if exact

filters were needed for some reason, we could put some
Peers can baitialized to have a certain behavior if, formechanisms in place to discourage lying. As an example,
example, client software is distributed by a single sourg@ could have peers sign their responses to queries, and
(which is typically the case in peer-to-peer systems). heir filter reports. If a peed notices discrepancies in the
order to produce a peer with deviant behavior, a user widsponses and reported filters from pBer for example,
need to rewrite the client software. Furthermore, P2fPa response contains many files that are not reported in
client software often encrypts communications betweghe filter specification — theB can shun peed and share
peers at the application level (e.g., [17]), making it evehe “proof” to other nodes as well. We do not argue that
less likely (though still possible) to modify peer behavioguch a mechanism with exact filters is preferable over a

The first approach is more complicated to analyze thaatwork using category or no filters; we only state that it

the second. Here, we will focus on the second approachpossible.
because we believe it to be more likely to be used in prac-
tice due to its simplicity.

In the second approach, if a peer unilaterally decidés

to change its filter type, other peers will not understa

this change, and will therefore be unable to interact. F 7 eyalqate our protocol, we simulate a PZ.P f|Ie—§har|ng
pplication operating the RTR protocol. In this section we

example, if the system is initialized to handle category fit? scribe our simulator. which we then use to experimen-
ters, then a peer who stops reporting filters will not recei\g%y analyze the protoéol in Section 5 P

any RTRs, and therefore will not earn any income. Sugﬁ
a scenario is a “weak equilibrium”: Given that all other
peers adhere to the protocol, a single peer's best colsé  Query and Content Model

of action is also o a_dhere o the protqcol. hf enougll__nach file has a unique identifier, as well agaegory
peers (e.g., 50%) begin to use or recognize no filters, thtsn

k : ) o .. 0One may think of a file’s category as being, for example,
perhapsusing no filters will end up maximizing profit . ) .
. ; . the genre of music of the file (rock, pop, classical, etc.),
(although we have not run experiments to confirm this), . ) . e
i as the artist of the file. Queries are for specific files

Thus, we may assume that given the second approach, ra- : . X o ,
tional peers will adhere to the set filter type. (i.e., they specify the unique identifier of a file). Aract

matchfor a query is a response for the file specified in the
query. Anapproximate matclior a query is a response

Lying. Giventhatall peers adhere to the same filter typ®r 2 file that is in the same category as the specified file,
will they have an incentive to reveal their true filters? Cofut has a different identifier. Approximate matches have
sider the no filter case. Because peers are not asked t¢@sne small probability of being uploaded, so a peer will
veal any information about themselves, lying per se is igspond to a query with all exact and approximate matches
an issue. Consider category filters. If a peer unilaterafgund in its library.
decides to not report one or more of its categories, it will When a peer submits a query, it will typically receive
not receive any RTRs (and thus, earn no income) for thwlltiple responses, from which it must select one to
unreported categories, while prices for RTRs in reportd@wnload. We assume that a peer’s probability of down-
categories remain the same. Again, peers will not lie di¢ading any file is independent of what responses it re-
to the weak equilibrium present. ceives, with the exception of the case where no responses
Finally, consider the exact filters case. Here, the dorAf€ received. When a peer chooses to download, we as-
nant strategy is indeed to lie. Consider a strategy in whigHMe ach response has a relative likelihood of being se-
a peerP reports a single file for each category it has. pelscted. All exact matche_s have a relative I|keI|hood: or
P’s filters will not preclude any of the RTRs that are rel-Score,” of s.. All approximate matches have a relative
evant to it. Becaus® will receive most of the RTRs it likelihood of s,. The peer then rolls a weighted die to
would have under truth-telling, at a lower price, its inconfi€términe which file will be selected. The probability
increases. Dehoose (T, M) that a given response will be selected
Fortunately, we will see in Section 5.2.2 that in tern{5om @ set of available responsksis:

of overall behavior, category filters are just as effective as Pehoose (T, M) = pa - _ score(r)
> ren score(r’)

Simulation Model

()

6When a peer specifies a file in a filter, its neighbors are more Iike)l& . .
to sell it relevant RTRs, because they are more likely to buy such relevidn€rescore(r) is the score of match (s, or s.), M is
RTRs at a higher price from their neighbors, given the high resell valiie set of all matches received for a query, apds the



probability that the peer will download any file (e.g., if the SEIRTR(RTRr, PeerN)
peer submits bogus queries, then< 1). Only one file ~ 1:if (not matchesFilter(r, N)jhen

is selected per query. 2: return FALSE;
3:if (r.age < threshholdage) then

4: return FALSE;

4.2 Behavior Modeling 2} i fgtzerﬁ’gﬁ’sog< threshholdyrep) then

In this section, we describe how we model the behavior?: return TRUE;

of a peer, incorporating such decisions as selecting filters,

setting prices, etc. Throughout our discussion, we wil ICeRTR(RTRr, PeerN)

pinpoint the variables that define a peer’s behavior. 1: returnuploadincom@’, r) - fagjus:
We will make some simplifying assumptions in the

model below. For a first cut, let us assume that peer8UWRTR(RTR) _

have a general idea of how “popular” each file or cate- // First calculateE (R.4) (Equation 5)

goryis. Future work can be done on estimating popularity;f gfezag;] neighbor ' do

(e.g., thrpugh past experience). PopL.JI'arity of a category 3. Ep +=SellRTRr, N) - PriceRTRr, N) -produp(r)
catpope, is defined by the the probability that a randomly — ; qaifis a reference to the calling peer

chosen file among all file instances in the network has they: g4 = uploadincoméself, )

categoryc. Similarly, popularity of a filef, filepopy, is 5:value =Es + Egr

the probability that a randomly chosen file is an instanceé: return (value> r.price - fpargain)

of file f. Let us also assume that all files have the same

price, and that each peer knows how many files his neigtuploadincome(PeerN, RTRr)

bor has, and roughly how many filé€;;., exist in the  // Calculatest(S54) (Equation 4)
entire network. 1: @ = set of all matches iiN'’s library

2: M = (estimated) set of all matches returnedifor
Filters. Each peer maintains a set of filters that tells other3: Es = 0;
peers what RTRs they are interested in. For simplicity, we4: for eachmatchm in @ do
pre-define three types of filters: 5. Es +=pchoose(m, M) - price(m)
« No filters No information is revealed. 6: return @'s)
e Category The list of categories describing files in a

Eeerfgtl)rar% list of files i s lib thresholds for reputation and age. The functioatches-
* Bxactiies thelistotlies in a peers library. Filter returns true iff the RTR matches the content of the

Recall that greater specificity results in higher prices, Bilighhors at the filtering level chosen by the neighbor.
also less traffic, and less obligation to buy RTRs that haveGiven an RTR offer, th@uyRTRunction returns true if

a low expected yield. The variablg., is a per-peer /tiue peer should purchase the RTR represented in the offer.

variable that denotes which filter level a peer chooses. npeer should purchase an RTR if the price is below the

Section 5.2, we wil see how the choice of f"teT level aexpected valyeestimated according to the model in Sec-
fects the expected profit and risk a peer takes in purch{a

. . n 3.2. The terMpnodup (1) represents a “fudge factor”
N9 RTRS' From these we can infer how a peer ShouAéobability that a neighbor has not already seen RTR
select filter levels.

As a resultp,.qyup depends on the age of the RTR. Vari-

Buying and Selling RTRs. Three main decisions mustbl€ feargain reflects the “bargain hunting” tendencies of
be made when peet wishes to sell an RTR to neighbo@ Peer. A peer will only buy an RTR at a price that is a
B. First, peerd must decide whether to sell the RTR t$aCtor Of fa,gain lower than the expected value.
B. Second, if peed does decide to sell the RTR, it must The functionuploadincoméPeerN, RTRr) calculates
select a price. Finally, when pe& receives the offer, it the expected income from uploading a file for a given peer
must evaluate the value of the RTR to itself, and wheth@nd RTR (Equation 4). This value is simply the sum of
it wishes to purchase the RTR at the given price. the expected incomes for each respomsi N's library
FunctionSellRTR'shown above) takes as input an RTE RTR . Note that in order to estimatgs ose (r, M),
and a peer (presumably a neighbor of the calling peef)g must estimatd/ — how many other files the queryer
and returns TRUE if the calling peer should sell the RTRill receive. We discuss the matter of estimation shortly.
to this neighbor, and FALSE otherwise. The algorithm Finally, the functionPriceRTRreturns the price for an
is very simple: if the RTR passes all content and qualiBTR that the calling peer should set for a given neighbor.
filters, then sell the RTR. For simplicity, we assume a urgain, the value of the RTR depends on the likelihood
versal standard for RTR quality: all peers use the satmat the neighbor will be selected for download, and on



the likelihood that the neighbor can resell the RTR to i%.3 Query Cycle Simulator

own neighbors. The first factor can be estimated via_a ) )

call to uploadincomewhich requires an estimation of thel N€ results of our experiments were taken from simula-

neighbor’s matches (discussed shortly) tlo_ns using the Query Cycle Simulator [24], which is o_nly
Rather than estimating the resell value of the RTR td°4€fly described here due to lack of space. The simu-

neighbor, which would involve much guesswork, we simation of peer mtgracuons in a P2P network proce_eds in

ply use a price-adjusting factgh,4us:, a per-peer vari- guery cycles During each query cycle, a peErmay is-

able. If fugiuse = 1, then the calling peer only considersue a query. All peers that receive this query are then

the first factor of income in the price, and assumes tif&lculated, (e.g., under the default Gnutella protocol, all

uploadIncome will accurately estimate this first factorP€€rs within TTL hops of> will receive the query), and

A peer can also setgus < 1, to reflect the uncertainty "€SPonses are ge_nerated according to the content model
in estimation, off,qjus; > 1, to reflect the additional re_descnbed in Section 4.1. PeBrthen selects a download

sell value of the RTR to its neighbor. source among the nodes that responded and downloads
the selected file.
Parameter Estimation. Let us first consider estimat- The base settings for the simulator include the total
ing the M parameter in Equation 7. To do this, a pegfumber of content categori€s,;, the number of cate-
must guess the fractiof....., of all matching file in- goriesV,,; each peer is interested in, the files each peer
stances that will be returned to the queryer as a responsgns, the distribution of files within a category, the total
Clearly, the choice 0ff;¢.,» Will be determined by the number of peers, and the query message TTL. The content
peer’s particular behavior model (e.g., how conservatiggtegory and file parameters are initialized based on dis-
a peer is). With this fraction, the peer can estimate tfihutions taken from [5, 23]. The total number of content
number of exact matches the queryer receives for a qugs¥egories is 20 by default, and each peer shares no more
for file f, newact = filepops - freturn - Nyites, and the than 100 files in any given category. To limit the query
number of approximate matches similarlyag,r.. = message overhead, the TTL is setto 1/3 rd of the diameter
catpope « freturn - Nyites, Where f has category. The of the network, determined experimentally to be 3.
denominator of the fraction in Equation 7 is therefore: At the beginning ofa Simu|ation, each peer begins with
Z score(r') = Negact - Se + Napproz * 5o (8)  a fixed number of currency units. Peers use currency to
Now Igtwus consider estimating the number of exact aHHy RTRS’ an(_d gain currency by sell!ng RTRs and up_Io_ad—
Ing files. Again, we assume the existence of an efficient

approximate matches a neighbor has (i.e., varigbia )
I P2P micropayment system, such as [29]. Throughout the
uploadincomfor a query on filef in category. We use &imulation, each peer keeps track oflitslance At the

simple conditional probabilities. If no filters are specifie ind of the simulation. those peers with hiaher balances
we assume the neighbor’s content is a representative s mv—e made a reater, rofit tk?an those egers with lower
ple of the network. The expected number of exact matc 9 P P

s gyl e et e o e
approximate matches iatpop. - # files, where “# files” P y : )

is the number of files owned by the neighbor assume the funds usedparchase filegome from a sep-

With category filters, we first estimate the number gfrate source. . -
files the neighbor owns in the file’s category by assumin To make our simulations tractab_le we !'m't the number
files in the neighbor’s collection are distributed across c&-Peers to 1000, and run eagh simulation fpr 20 cycles
egories according to the popularity of the category. Let ggear_\mg each peercan submit up to 20 queries). We have
say we estimate, files in category-. Then the expectedeXpe”memed with longer runs and with more peers, and

) our conclusions continue to hold.
number of exact matches{éalf”% -n. and the expected

number of approximate matchesis.

Finally, with exact filters, we can determine exactly 4 Metrics
how many exact and approximate matches a neighbor has
for the query. We use three main metrics to measuredkierall perfor-

In summary, each peer has a vector of variables tha@ancecharacteristics of the network, each of which are
define its behavior in the context of the model provideaveraged across all queries within a run.
above. We list these parameters in Table 2. Note that Mxeerage Score/Query: The “score” of a query is a
express the,,,q., variable as an array, whegg,,q.p[i] wWeighted sum of the scores of responses received for that
is the probability that a neighbor has not yet seen an RfRery. Recall that the score of exact and approximate
that has already been passed througlops. In Table 2, matches are, ands,, respectively. By default, we set
we present three default configuratiod®&l' R, s, RT R,y s. = 1 ands, = .01; however, unless otherwise noted,
andRT R.;. the relative values of this metric in our performance com-



Name RT R, RTR.; | RTR.; | Description

fritter 1 2 3 Filter level (1 = no filter, 2 = category filter, 3 = file filter)

fadjust 5 “ “ Price adjustment iRPriceRTR Accounts for resell value, and estimation uncertainty
foargain | 1 “ “ “Inflation” of RTR value for bargain-hunting peers

Pnodupl] | [1,.6,.4,0...]| © “ Probability that a neighbor has not yet seen this RTR

freturn 1 “ “ The fraction of all possible results in the network that will be returned for a query

Table 2:Behavior Model Variables

parisons are insensitive to these values. Score | # Processeq # messageg
Average Peers Processed/Queryhe average number of All 19.0 29.0 120.0
peers that process a query. A peer processes a query if it Cilmp- ii i’-g 24862
has an exact or approximate answer. 0 X : :

PP RT Ry 19.3 29.5 122.5

# Messages/Query:the total number of offer, purchase

request a_nd RTR messages passed_ perquery. . Table 3: A comparison of RTR protocol against all, competi-
Sometimes, we may refer to thieality-to-costratio of e and no forward

a network, which we define to be the ratio of the average

score per query to the average number of messages per

query. Individual peer performance is measured mairfigmpetitive environment, for the given example, the RTR

by a peer's monepalanceat the end of a run. A peer'sprotocol is necessary to ensure quality search results.
goal is always to maximize balance. In this section we provide a more thorough investi-

gation of the overall performance of the RTR protocol.
In particular, our goal in this section is two-fold: (1)
5 Results to illustrate, via experiments, the magnitude of the non-
cooperation problem in different scenarios (if the magni-
In our experiments, we attempt to answer three impOftQﬂﬁe is small, Competition is not a prob|em), and (2) to
questions regarding the RTR protocol: (1) In which scghow how RTRs can address non-cooperation.
narios is the RTR protocol most needed, and how useful isye have identified four factors that affect the need for
itin these scenarios? (2) Which configurations of the pr@solution to non-cooperation: (1) whether peers adapt (as
tocol (e.g., parameter values) are most beneficial to #@scribed in Section 3.3) (2) theterest overlagbetween
network as a whole, or to individual peers? (3) How welleers (without adaptivity), (3) the number of neighbors
can the RTR protocol withstand the bogus RTR attacl@r peer, and (4) as mentioned earlier, whether peers for-
We address each question in the following sections.  ward competitively or not at all. In this section, we will
All figures in the following sections reflect results avfocus on the first 3 factors.
eraged over multiple runs. Unless explicitly shown, vari-
ance on results is small. 51.1 Adaptivity

Under our adaptivity model described in Section 3.3, not
only are individual utilities maximized under the RTR
First, let us revisit our motivating example in Section Zirotocol, but the topology also evolves into a more effi-
Table 3 shows us the same example from before, laignt one in which “clusters” are formed around common
with results for theRT R,y configuration as well. Recallinterests. Figures 2 and 3 show the performance of all,
from Section 2 that due to non-cooperation in an competbmpetitive and no-forward networks, as well as a net-
tive environment, quality of results degraded dramaticakllyork running the RTR protocol under our default config-
compared to the cooperative all-forward scenario — byueations in Table 2. For each type of network, we show
factor of 8 under competitive-forward, and by a factor gferformance, measured by average score and messaging
17 under no-forward. Our goal for the RTR protocol wasverhead, both with and without adaptivity. As expected,
to achieve the same high quality of results and messaginghe cooperative all-forward scenario, we see that adap-
efficiency as seen when peers are not competitive — itevity decreases overhead by over 24% (Figure 3), while
all-forward. increasing average score by over 69% (Figure 2).

From Table 3, we see that the RTR protocol achieves itsHowever, the quality of results of competitive-forward
goal remarkably well. In particular, it achieves the santtops sharply with adaptivity, to just 11% of the score un-
quality of resultsand messaging overhead as all-forwarder all-forward, and 30% of the score under competitive-
— a surprising result given the exchange of messagesfoeward in the non-adaptive scenario (Figure 2). Because
quired by the RTR protocol. It is clear, then, that underagaptivity causes peers to be surrounded by other peers

5.1 Overall Performance
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Figure 2: Competition becomes a greater Figure 3: Messaging overhead decreases Figure 4: Breakdown of messaging over-
problem with adaptive topologies with adaptive topologies head

with similar interests, it onlyexacerbatethe competition ~ From Figure 4, we make three important observations.
problem. Therefore, results in other adaptive topolodyrst, looking at all-forward, a large number of query mes-
studies (e.g., [4]) do not hold in the non-cooperative cosages are not useful. For example, in the no-adaptivity
text. case, less than one sixth of all query messages are useful.
geful queries are the only messages that contribute to
e quality of results returned for queries; therefore, if the
R protocol can intelligently route queries only to peers

cellent quality of results at a very reasonable cost.
Figure 2, with no adaptivity, thé&?T'R,,; configuration that can answer them, then the protocol can decrease cost
’ ’ nf while maintaining high quality.

achieves 100% of the score possible under all-forward, )
a 42% increase in messaging overhead. Such an o\_,eﬁecond, recall that each query that is purchased results

head is reasonable given that for every peer that actudfly2n additional overhead of 2 messages per query. Since
buys the query, three messages must be exchangednﬁstpurchased queries are u;eful ones (|.e:,the purchaser
stead of one. Furthermore, notice that &R, ; and Can answer the guery), and since the relative number of
RT R, configurations, while not achieving as good quaip_seful queries is low, the overhead of the RTR protocol
ity of results, have a better quality-cost ratio than tHg @lso low. For example, consider t#&'i2,,; configu-

all and competitive-forward casesRTR,; achieves al- rat|or1 without adaptivity in Figure 4. Roughly 1 out 0_f_4
most 56% of the score of competitive-forward, at ju§ueries (or offer messages) are purchased, SO add|t'|onal
25% of the messaging cost. Under the adaptive scenafi$Srhead is about 42% the original cost of forwarding
the strengths of the RTR protocol become even mdieeries, rather than 200%.

apparent. For example, theT R, configuration actu-  Finally, and most importantly, we observe that the RTR

ally achieves better quality of results than all-forward, gfotocol can indeed reduce the fraction of query messages
roughly the same cost. that are useless. For example, considerR®igR, ; con-

figuration with no adaptivity. Roughly 1 out of 2 query

Breakdown of Messaging OverheadThe RTR protocol messages are useful, compared to 1 out of 6 under all-
can achieve such good quality-cost ratios, despite the né&dtvard. The difference betweddl'R,,; and RT R, ¢ is

for 3 messages per bought query, due to efficient routiti@t T R,y uses no filters, and®®T R.; uses exact fil-

of queries to those peers who can provide answers. Ft@'s Hence, we see that the presence of filters allows us
ure 4 shows us the breakdown of message types for thi@#telligently route messages.

configurations: all-forwardRT'R,,;, and RT R.y. We The problem withRT R.; without adaptivity is that the
show all configurations with and without adaptivity. Mesabsolute number of useful query messagédsssthan un-
sages are divided into four categories: offer messagesr all-forward otRT R, ¢, thus resulting in worse quality
purchase request messages from peers that have ansef@esults. UndeRT R,y query messages can be prema-
to the query, purchase request messages from peers witrely dropped if none of a peer’s neighbors have filters
out answers, and RTR messages (see Figure 1). lthat match the query. With adaptivity, however, a peer
der the all-forward configuration, there is only one typs clustered together with many neighbors with the same
of message — queries. In the figure, for all-forward, weterests. Thus it is unlikely for a query to be dropped be-
draw a dotted line such that the portiabhovethe line de- fore it has reached most peers that are able to answer it.
notes useful queries (i.e., sent to a peer for the first timedeed, we see in Figure 4 that with adaptivilg]' R,

and the peer can answer the query). achieves the same number of useful query messages as

Fortunately, under both the adaptive and non-adapt|
scenarios, we can use the RTR protocol to maintain
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all-forward andRT R, ;. Furthermore, becausel'R, ; is In Figures 7 and 8, we show the results of several sim-
still able to intelligently route messages within these cluskation runs in which the average number of neighbors
ters via filters, it results in much fewer useless messagesied across the runs. Because we could not control
generated under all-forward. the number of neighbors directly, the average number of
neighbors, shown along the x-axis, are not integers. For
each number of average neighbors, these figures show us
5.1.2 Interest Overlap the performance of all-forward, competitive-forward and
RTR.;, measured in terms of average query score and

Let us now consider the interest overlap between pe ssaging overhead, respectively.

in the case where there i adaptivity(with adaptivity,

competition is a problem regardless of interest overlap).,:igure 7 confirms our intuition that competition be-
Because peers always have an incentive to adapt Und§fies less of a problem as the number of connections in-
the RTR protocol, here we are considering a scenariodipases. For example, when the average number of neigh-
which adaptivity is not possible — e.g., an ad-hoc networly,s is roughly 8, competitive-forward has an average
Recgll from Section 4.3 that out @f..; tota] content cat- query score that is just 14% of all-forward aRT' R, ;.
egories {o; = 20 by default), peers are interested in apoyever, when the average number of neighbors is 31,
average ofN.,; categories, selected at the beginning @bmpetitive-forward and all-forward have the same qual-

the simulation. Figures 5 and 6 show us the overall pg; of results. In Figure 8, we see that competitive-forward
formance of the network in terms of score and messagifido incurs less overhead than all-forward.

overhead, respectively, while we vary the number of cat-

egory interests per peeV,,;, along the x-axis. We show We do note, however, that as network size increases,
the performance of both all and competitive-forward, asore neighbors are required before competitive and all-
well as the performance dt7 R, . forward have similar performance. When average neigh-

As the average number of category interests increadas;s is 16 in our simulations, all-forward is sending the
so does the likelihood that a peer will have interests singjuery to every peer in the network; in a larger network,
lar to other peers (i.e., greater interest overlap), and thegaality of results for all-forward will continue to improve
fore be in competition. Indeed, we see from Figure 5 thaith higher connectivity ¥ 16 connections). There-
as the number of category interests per peer increasesg, it will also take higher connectivity for competitive-
the difference between competitive and all-forward ifierward to “catch up” to all-forward. We also note that
creases dramatically. Scores under all-forward increasaetwork cannot always simply increase connectivity to
because more peers have more answers to a given quergrcome competition: it is generally not reasonable to
whereas scores under competitive-forward decrease, &lacate hundreds of open connections to a single applica-
cause query messages are not being forwarded. Wkhien, and networks may face other real-world constraints
N..+ = 16, the average query score under competitiven outdegree, such as proximity in an ad-hoc network.
forward is just 5.8% of the score under all-forward.

Fortunately, in Figure 5, we also see that the RTR proto-Again, the RTR protocol does an excellent job at main-
col does an excellent job in maintaining high quality of ré@ining the same quality of results at a very low cost. For
sults. For all values aN.;, the performance of the RTREXample, when average number of neighbors is 16, the
protocol closely mirrors all-forward. In terms of cost, FigRTR protocol results in almost the same quality of results
ure 6 shows that while the RTR protocol is more expensié all-forward, but at just a fourth of the cost. Even when
than all-forward, it is still within reason for the generdlOn-cooperation s no longer a problem (e.g., # neighbors
case. For example, in the default case whgg, = 2, 15 31),the RTR protocolis still very useful in dramatically

the RTR protocol is about 43% more expensive than ditducing messaging overhead by almost 90%. This sur-
forward in terms of messages sent. prising observation is again explained by the fact that the

RTR protocol routes queries selectively, rather than gen-
erating many messages (and duplicates) by blind broad-
5.1.3 Number of connections cast. In particular, almost the entire increase in cost for

all-forward is accounted for by duplicate messages.
In the competitive-forward scenario, a peer does not re-

ceive queries because competitive neighbors drop themin conclusion, when peers adapt, interests overlap, or
Intuitively, then, the greater the number of neighbors eanbimber of neighbors is limited, non-cooperation renders
peer has, the less likely it is for a query to be dropped pitbe network ineffective. We have shown the RTR proto-
maturely. In the extreme case, if the topology is strongtpl to effectively address non-cooperation in these cases,
connected, competitive-forward will have the same pexnd to be very useful in all cases in reducing messaging
formance as all-forward. overhead while maintaining excellent quality of results.
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5.2 Parameter Selection a rational peer believes his model to be reliable, he will
) . ) choosefyergain = 1 t0 Maximize income.
In Section 4 we presented a behavior model with 5 pa-Figyre 10 shows a similar experiment as Figure 9, but
rameters that define an individual polic§iiiter, fadjusts where peers only Vary ifi,g;.s:. Here we see that, g
frargain, Produps @Nd freturn. IN @ System where peersyas relatively little impact on peer balance (unless es-
are autonomous, peers may select their own policies. tiyates are uniformly high) because increasifig;us:
this section, we study how peers will choose paramelgiesents a tradeoff between higher income per sold RTR,
values, and the effect these choices have on overall Ngf fewer RTRs sold. For example, when estimations
work behavior. We note thafyeturn andpnodup re SIM- are yniformly high, peers wittf, ;.. = .5 sold an av-
ple estimations of system-wide values,thereforearatlo%ge of 1100 RTRs per simulation, while peers with
policy will always be to estimate these as well as pOSSib.Ifea'djust — 1.25 sold 630. This tradeoff does result in a
Therefore we focus on the remaining three parametersgjight maximum atf.qjust = 1. Hence, rational peers are

most likely to selectf,gjust = 1.

5.2.1 Individual Effect Discussion. For simplicity, the above analysis ¢f 4.
A peer's policy is largely reflected throughargem and and fyargqin @assumed that each peer use a single parame-

Fasjust, which control the price at which an RTR is boughtfar value for all decisions. However, in reality, a peer may

. ) Uuse different values onper peer, per RTRasis. For ex-
and sold, respectively, relative to the expected value. - ble.in ano-filter svstem. a peBmay charae neighbor
like friter, which can be determined at design time (Se p'e, y ap y g 9

. Ta higher price thant would likely pay if A did not own
gg’;h"sbtg*f bargain AN fagjusr May be freely chosen by, . 1ot 4 huys the RTR, the® might conclude thatt

owns the file with some high probability. In return, a peer
Figure 9 shows an analysis of the impact @, jain gnp y P

._may also refuse to buy an RTR from a particular neighbor,
on peer balance. Each curve represents an experlnmﬁ

’ if the price is less than the expected value (i.e., act as
where each peer chooses its own valueff@f,qin (out of P b (

X . jarn, a bargain-hunter), in order to fool its neighbor’s "learning
a few choices, shown along the x-axis), which it keeps fﬂ{odel” into charging lower prices in the future.

the entire simulation. Remaining parameters are assigneg‘n analysis of peers’ learning models over time, and
default values fromRT R ;. At the end of simulation,(mjg/ !

i ir possible responses to fool these models, is outside
we calculate average ending balance of peers groupe

lue. Standard deviati h b licalb scope of this paper. We leave as future work a formal
Joargain value. fn arddeviation (shown y vertica aEﬁwalysis of this interaction betwegRgjus: and fyargain-
for only the Est = mixed curve, for clarity) is large

b £ the h ; For now, we just make the following high-level observa-

ecauie ofthe eterogefrlleour? natuLe 0 pgers B e.gh, W a peer must be profitable to its neighbor, otherwise
peers have many more files than others, eqauset it Wil 10se neighbors and be pushed to the edge of the
pact of fyqrgain depends largely on the quality of esti

g network. To a certain degree a peer may "outsmart” its
mated values of RTRs, we ran four experiments (one FH‘:‘rarighbors to maximize income. Over time, however, ex-

cu_rve) wh(_are peers ha_ve unlformly high, medium, low, ®eme behavior of either type — especially if the magnitude
mixed estimates. Estimates are influenced by Choos@&eeds that of other peers in the system — will make the
valqes Offreturn @OVE, at, or below true value. ) peer unprofitable to its neighbors. Thus, in the remain-
Figure 9 shows us that, unless RTR value estimates g of this paper we will consider the behaviors to have
uniformly high, bargain-hunting is harmful. For mediumanceled each other out: Peers neither employ a learning

and mixed estimations, many peers have a fairly acGiagel over neighbors’ content, neither do they reject rea-
rate assessment of value; thus we find that expectedéghamy priced RTRs to fool neighbors’ models.
come is maximized by dealing fairly, rather than hoping

to “scoop” other naive peers. Furthermore, when RTIES2

are always underpriced (i.e., low estimates), bargain hunt-

ing makes even less sense than if they are well-priced.Let us now consider how parameters impact overall sys-
Now consider when estimates are uniformly high. If m performance. Ideally, we will find that the values cho-

peer discovers that every one else’s assessment is too tegh, naturally by selfish peers will result in best overall

the “correct” response is not to increafg,qq:n as Fig- performance as well.

ure 9 might suggest, but rather to adj\ist.,» Of Produp First considerf,gjuse and frizer. In Figure 11 we see

to reflect a more realistic model. In doing so, the peer stiie outcome of 9 different experiments, each running the

buys RTRs at a lower price (just as it would have if it halTR protocol with different values of iz, and fogjust-

kept the incorrect model and just increasggh4.:n). I For example, in the experiment where no filters are used

addition, the peer will have a more accurate model witnd f,q;,s: = .5, all peers used these same values for

which to make informed decisions. Hence, as long &$.,, and fqqj.st, @and default values for the rest.

.2 Overall Impact
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With regards toffy.r, Figure 11 confirms what we
found earlier in Section 5.1.1: filters allow queries to be
intelligently routed to those peers with answers; therefore
message cost is greatly reduced. However, the results in
Figure 11 are for the default case where peers adapt. We
also saw in Section 5.1.1 that when peers cannot adapt,
filters result in low quality of results; therefore null filters
are more appropriate in the non-adaptive scenario. Filter
levels can be set at design time by proper initialization.

We also find in Figure 11 thatrice inflationis harmful
to system performance. Whefag..: > 1, peers charge
more for an RTR than its estimated value, thereby “inflat-
ing” its price. When exact filters are used, price inflation :

. 2 3
(fadjust = 1.5) resultsin just 19% the average query score Bargain Factor
achieved byf,q;.st = -5. Note, however, that price infla-
tion only comes into play when filters are used. CategoFjgure 14: Average query scores for varyifig,qin Val-
and exact filters are sensitive fg4;..+ because the moreues
information available to peers when pricing RTRs (e.g.,
the content of their neighbors), the more accurately the
price estimates the true value of the RTR to the neighbor.
Thus, price inflation is more likely to cause neighbors to
drop offers (due to price exceeding value), than if no fil-
ters are present.

With regards t0 fyorgain, We found low values of
foargain tO result in best overall performance. In Fig-
ure 14, we see the average query score in the network
as frargain 1S varied. Each point in the figure repre-
sents a network in which all peers have the same value of
foargain. From this figure, we see clearly thAt,gain =
1 has best overall effect. Larger values ff,qqin are
harmful because they stifle the economy: they reduce the
number of peers who buy RTRs, and hence, the number of
peers able to respond to queries. Furthermore, lower value e P 3 2 5
for frargain result in a better quality-cost ratio. While Bargain Factor
frargain = 1 results in average query score that is 8 times _ _
higher thanfy,,,qin = 5, average messaging overhead fgigure 15: Average messaging overhead for varying
only four times higher (experiment not shown here).  feargain Values

Fortunately, we found in Section 5.2.1 thal;,s: = 1
and fyargain = 1 resultin highest utility. Therefore, we
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see that under the RTR protocol, peers will tend to chodde Related Work
behavior that results in desired overall system outcomes.
Many areas in peer-to-peer content-discovery networks
have been of interest to the systems and networking re-
5.3 Handling Bogus RTRs search communities. Examples include the design and
analysis of structured overlays to provide efficient lookups
In Section 3.4, we discussed two techniques to comiath guarantees (e.g., [22, 26]); applications of DHTs
bogus RTR “attacks” on the RTR protocol: adaptivity anglich as information retrieval [28]; techniques for queries
file-buyer reputation. Here, we wish to analyze the efver unstructured overlays (e.g., [2, 3]) such as replica-
fectiveness of these techniques. A techniquefisctive tjon, adaptive topologies, and intelligent query forward-
if peers can maximize income by minimizing the rate @ig; etc. While the solutions put forth in these references
which it issues bogus queries. address critical problems, most cannot function in the face
Figure 13 shows us the individual balances of peers thditnon-cooperation. In this paper, we propose an initial
issue bogus queries at varying rates, when adaptivity ordglution to non-cooperation that simultaneously incorpo-
and file-buyer reputation only (witho adaptivity), are rates many of the advancements made in these recent re-
used. For these experiments, peers issue bogus RTRsuits, specifically for unstructured overlays.
different rates: 0%, 20%, 50%, and 100%.xz806 bogus  Our work is partially motivated by the emerging field
rate meang% of a peer's queries are bogus. We showf algorithmic mechanism desigdAMD) (e.g., [7, 9, 19,
the average balance of all peers with a given bogus ratg 21]). AMD has been successfully applied to issues
at the end of our simulations. Again, standard deviati@gch as optimal routing and resource allocation [8, 18].
(denoted by vertical bars, shown for the adaptivity cury@ecent activity in the field of AMD has focused on P2P
only, for clarity) is large because peers are heterogenefegyorks [10, 25], since the autonomous nature of peers
—e.g., some peers have many more files to sell than oth@{skes proper incentives crucial. However, while we ap-
In Figure 13 we see that both adaptivity and file-buy@ty many ideas from AMD and classic game theory, our
reputation are effective in rewarding good behavior apdoblem cannot be fully described by the existing tools.
punishing bad behavior, with adaptivity more prominentlyor example, there is no precise way of capturing the
rewarding good peers. For example, average balance aaptive nature of the network topology.
good peer (with a bogus rate of 0%) is almost five times Researchers in ad-hoc and anonymity-preserving net-
higher than the average balance of a completely cheatifigrks have also looked at providing economic incentives
peer (with bogus rate of 100%) under adaptivity. for peers to forward messages, such as in [1, 11, 32]. In
Adaptivity is effective because, as expected, it pushesch of these networks, peers are paid to forward mes-
misbehaving peers to the edge of the network. Althoughges. To ensure that peers are paid only as necessary,
all peers start with the same number of neighbors on ale Sprite [32] system uses a centralized server that pro-
erage, at the end of the simulation, peers with high beesses a receipt efrery singlenessage that is forwarded
gus rates have much fewer neighbors than peers with liovthe network. In the the system proposed by [1], tamper-
rates. In addition, peers at the edge of the network proof hardware is required at each peer to ensure proper
ceive lower scores for the valid queries they issue, duegayment is made for each forward. Finally, reference [11]
weaker connectivity to the rest of the network. For examequires that a peer sending a message knows exactly who
ple, peers with 0% bogus rate had an average of 11 neiglif forward the message to its destination. Payments
bors each, and average individual query score of 5. Pears then embedded in the message, and signed such that
with 100% bogus rate had an average of 2 neighbors, andy the peer to whom the payment is made can redeem
average score of 1.1. it. While each of these solutions are appropriate for their
Similarly, file-buyer reputation is effective because regpecific contexts, we cannot use them in the context of a
utation scores are accurate: in our simulations, a peeg@neral economic content-discovery system. For exam-
reputation was roughly linear with its bogus rate. Howple, we cannot expect a peer trying to discover content
ever, observe in Figure 13 that while peers with extremély know a priori which peers will be needed to route the
high bogus rates are punished, those peers with modegitery. The RTR protocol differs from these approaches
bogus rates (e.g., 20%) have nearly as good performaheeause it is designed specifically for useamnomic ap-
as good peers that never submit bogus queries. We jpksations Hence, it can utilize the key fact that queries
lieve such an effect is actualtypood Even good users will havevalueto peers.
likely submit bogus queries occasionally — e.g., if they do Finally, there exist studies on incentives for many other
not find a satisfactory answer to their query. Thereforgspects of P2P networks, such as sharing files (e.qg, [13,
we want the punishment for bogus RTRs to be “light” urt5]), and answering queries (e.g., [27]). As we observed
til bogus rate becomes excessive (exg50%). in Section 2, while many of these mechanisms can be
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modified to encourage message forwarding (e.g., to pres] P. Golle, K. Leyton-Brown, . Mironov, and M. Lillibridge. Incen-
vent no-forward behavior), they are unable to deter the

subtle but harmfulcompetitive-forwardbehavior.
cause only a fraction of a peer’s incoming messages

Be-

i

dropped under competitive-forward, these mechanisppg
cannot differentiate between peers who act competitively
and peers who have, for example, one fewer neighbor than
the average peer, as both will have a slightly lower outp%?]
of queries.

v

[17]
) [18]
Conclusion

In summary, we have shown that tim®n-cooperation (19]
problem presents a significant challenge to competiti S
P2P networks. We present one promising solution, the
RTR protocalthat gives peers the incentive to cooperage]
in the operation of the network, even in the face of com-

petition for providing services. We have shown how ol#2]
protocol enjoys a higher quality-cost ratio than even the

non-competitive scenario, by efficiently routing queries tgs;

peers that can provide good answers, and how the protocol

is robust against cheating peers. In the future, would like
to gain a better understanding of individual peer choicgél
through the application of game theory, and also to con-
sider solutions for non-cooperation over alternative seafg)
architectures, such as GUESS and DHTSs.

[26]
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20 ‘ ‘ ‘ ‘ B The GUESS Approach

15)  Adaptiv ] Earlier we discussed why unstructured P2P networks such
\ [ l w as Gnutella are more appropriate for non-cooperationthan
10f il THH [ ] structured ones. However, one may also raise the ques-

tion: why use any forwarding protocol at all? For exam-
ple, why not use a protocol such as GUESS [14], in which
a peer sends its queries directly to other peers?

Let us consider the GUESS protocol in further detail.
Under GUESS, each peer maintains a large list of other
5 ‘ ‘ ‘ ‘ peers’ identities or addresses. When a peer submits a

- 0 “Cycle # 15 20 query, it will simply go down this list of peers, and send a
guery message directly to each one. In order to maintain
Figure 16: Adaptivity maximizes individual utility, whenthis list, a peer relies on other peers to serbilgmes-
the majority of peers are adaptive sages, which contain a small number of peer identities or
addresses chosen by the peer sending the pong. For ex-
ample, if peerP sends a pong message to péeiit will
) o . choose say 5 IP addresses from its list(lo In refer-
A Effective of Adaptivity on Indi- ence [31], it is shown that intelligent selection of pong
; H message content is crucial to the performance of the sys-
vidual Utility o,

While a GUESS-like approach would address the prob-
Iﬁ)m of non-cooperation with regards to query-forwarding,
individual utility. As with the selection of filter levels, W& NOté thatitintroduces a new non-cooperation problem:

adaptivity results in a weak equilibrium, in which indivig"2mely that of maintaining peer lists via pong messages.

ual peers maximize utility by being adaptive, given tha:)n—_cpoperating peers have no incenfcive to forward the
other peers are also adaptive. To illustrate this obser gntities or addresses of other peers in the network, be-

tion, we run an experiment in which 90% of all peers afuse any peer could pose competition. As a result, a peer

adaptive, and 10% peers are not adaptive. In Figure X\é” know of only a few other peers in the network, and re-

s - . cel few responses for its queries. Because it is nhot
we show the average balance (which is the main uul:%e've very
metric) for each group of peers over time. As Figure ear to us \r/]vhetr(;etr) GUESSGor Gr|1|ut<_alla wo#ld be a %etl'
clearly shows, those peers that do not adapt have loffgr@Pproach, and because Gnutella is much more widely
d (GUESS has never been deployed), we choose to fo-

balance than those peers that do adapt. Furthermore, WS Gnutella-lik tocol in thi
difference in average balance increases over time. Théfds on a Lnutella-iike protocol in this paper.
fore, if all peers are initialized to be adaptive, it is in each

peer’s best interest to remain adaptive.

Lol

Non-Adaptive

Average Peer Balance

In Section 3.3 we stated that adaptivity was beneficial

We note that the standard deviation of balances in both
groups is very large. For clarity, in Figure 16, we show
only the standard deviation bars for one group. The rea-
son deviation is so large is because peers are heteroge-
neous — some peers have many more files to share than
others, and as a result, they gain more income by upload-
ing files. If we view the balance of peers by “buckets” of
number of files owned, deviation is expected to decrease
significantly. In addition, we note that a clear trend is vis-
ible despite the large deviation, and that as time goes on,
the projected trend will become increasingly significant.

Even when a relatively large fraction (e.g., 50%) of
peers are non-adaptivite, adaptivity continues to be the
best strategy, although the difference in balance between
adaptive and non-adaptive peers is smaller. Only when
a large majority of peers are non-adaptive does non-
adaptivity become the best strategy.



